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The Internet of Things (IoT) is the enabler for new 
types of business model that will increase the bottom 
line for businesses and improve the range of service 
they offer. Edge computing promises near real-time 
insights and facilitates localized actions that are 
turned to the needs of customers. In doing so,  
business can ensure they remain competitive  
in a rapidly changing world.

Full IoT solutions conventionally require significant 
upfront investment, despite, according to industry 
studies, success rates for such projects only  
reaching 26%. Technology ‘pilots’, which are  
often recommended for the first step into digital 
transformation, are largely to blame. This is because 
pilots are about proving success - when things don’t 
go to plan, transformation halts and strategy is 
re-evaluated. 

In response, the convergence of IT best practices and 
OT (operations) has given rise to the concept of digital 
experimentation. Digital experiments provide a quick, 
repeatable and low cost methodology to prove a 
business hypothesis around an IoT project without 
getting bogged down in technology. This approach, 
which can be done by following five simple steps, tests 
the potential of IoT-based hypotheses to determine 
the viability of possible solutions with none of the 
upfront costs and risk associated with a full solution 
commitment. 

1. THINK BIG
Manufacturers can start by considering 
problems to be solved, then ramp up to 
determining processes to be changed 
and the benefits they hope to achieve. 
This technique will generate the  
maximum business value possible.

2. START SMALL
Operators can, with minimal upfront 
investment, take advantage of digital 
experimentation to verify that valuable 
information can be obtained by  
collecting and analyzing data. This 
helps to determine whether the  
projected outcomes, such as improved 
production quality and reduced labor 
costs, can actually be achieved.

3. KEEP TRYING
As the proverb goes: if at first you 
don’t succeed, try, try again. Users 
should become comfortable with  
the idea of making mistakes, get  
accustomed to learning from them, 
and develop a resilience to keep trying.

4. BUILD AN ECOSYSTEM
The IoT value chain encompasses  
protocols and connections, security, 
data streaming, equipment  
management, power control,  
data transfer, machine learning  
(ML), deep learning (DL), edge analysis,  
cloud computing and many other 
complex links. Without a complete 
ecosystem of partners, an individual 
supplier will not be able to manage 
everything on its own.

5. RECOGNIZE THE FACTS
The ultimate goal of IoT implementation 
is to explore data and identify valuable 
information, rather than perform 
technological experiments.

 



 

Digital experiments combine existing 
elements in new ways, and the more 
experiments that are implemented, 
the more innovations are created. As 
successful digital experiments are 
completed, stakeholder confidence 
grows, supporting the investment 
needed for large-scale rollouts. But, 
unsuccessful experiments can also 
provide significant value, whether 
uncovering design issues or revealing 
where to avoid further investment. 
Whether successful or unsuccessful, 
they are key to an effective culture of  
innovation, which is why innovation 
and experimentation are closely  
correlated.



Connect – Stream - Control

Acknowledging that neither one  
technology nor one company can 
‘crack the code’ when applying IoT 
technology into a business.  Whether 
exploring operational efficiencies in  
a traditional business or looking to 
disrupt a sector and capture value  
in new ways, the ADLINK Digital  
Experiments as a Service (DXS)  
methodology blends best practices  
and thinking from multiple sectors to 
help create the best implementation.  
It offers a safe place to innovate  
with IoT, allowing businesses to  
run multiple experiments at once.  
Digital experiments help develop  
a comprehensive IoT business  
strategy and define a roadmap  
for implementing successful IoT  
solutions that transform the way  
they create and capture the value.

The same goes with people, each set of Digital Experiments focus on who will be impacted  
by the solution. From the operator on the plant floor all the way to the executive who has to  
allocate resources and balance priorities. The intersection between the People, Places and  
Assets – the edges where value is created – to design new value propositions and test ideas.

This then allows OT leaders to connect the unconnected by tapping into the native  
communication protocols of devices. This enables them to generate and capture data  
from any asset via pre-validated sensors and pre-configured edge devices. Connect once  
and stream to any person, place or ‘thing’; data movement technology enables data to move 
freely to any cloud, analytic platform, database or peer-to-peer between devices. Bridging the 
Information Technology (IT) and Operation Technology (OT) divide with a set of integrated 
services for end-point monitoring, device management, visualization, analytics and security 
creates intelligent devices that can react to change and the world around them.

 



When a team develops an idea, its members will naturally make  
assumptions about why they think it should succeed. It is easy for 
those initial assumptions to be wrong – if not at a broad level, at 
least in detail. Experimentation can quickly identify which details 
need changing or ideas should be fleshed out. In many cases, options 
that will be expensive to deploy can be ruled out because the data 
they provide does not provide a significant ROI compared to simpler, 
more expedient technologies and devices. 

Experimentation can answer the many questions that need to 
be tackled before any mass IoT deployment. For example, for a 
system that needs measurement of physical properties such as 
temperature and location, how accurate and reliable do those 
readings need to be? Can some be missed? What are the sources of 
error and what tolerances are acceptable? Is an audit trail essential  
to ensure the product or system has not been tampered with? 

There are also questions about attributes of the system that  
do not affect functionality but which are vital for successful  
implementation. For example, what is an acceptable level of security  
for each of the different devices in the system? A thermostat might 
be considered a low-level risk in any system. But as part of a larger 
network, such devices can be weak links in terms of security and 
may need additional safeguards. Early testing can determine 
whether data needs to be encrypted at the point of capture or 
whether less-sensitive data need only be protected once it has 
passed through a gateway, reading for relay to a cloud server.

 

What Makes ADLINK Edge IoT Digital  
eXperiments as-a-Service (DXS) Work?



Experimentation can answer higher-level questions about ROI and not just technological 
capability. Will the project, if deployed, deliver value? An initial concept may seem productive 
when mapped out on a whiteboard or presentation but as the project develops, customers may 
report they see other applications that are more valuable to them. Often, these changes will 
involve modifications to the technological platform or software used to deliver status updates. 
For example, an initial survey of customers may indicate the need for a direct API to a database 
to pull information in real time. But some functions may prove to be just as effective with daily 
updates provided by email or a similar push application – and therefore much cheaper to 
deploy at scale.

There are practical management concerns. Can you be sure different groups within the 
organization will cooperate with the project? They may have valid reasons for denying real-time 
access to databases for legal reasons. Personal data in the EU needs to be safeguarded. Similarly, 
health-related data in the US is covered by stringent legislation. 

If groups cannot comply with the original design, the system architecture can be changed to 
work around the issue. For example, systems that track deliveries may not record and relay 
driver information or customer information – this data is passed through a different system 
that is known to be GDPR compliant. Instead, the delivery addresses are anonymized and possibly 
recorded at a coarse level of resolution to make it hard to identify specific destinations from 
the delivery tracker network.

The technological landscape of the IoT involves many choices. What is the right wireless  
network for a particular application? Delivery and distribution applications may use cellular  
communications or a low-power wide-area network (LPWAN) solution such as Sigfox or LoRA, 
each with its own cost and service quality parameters. Inside a factory, implementers may want 
to use Bluetooth delivered through luminaires that are connected using Power-over-Ethernet. 
But another solution based on 6LowPAN may be more appropriate if direct IP addressing to each 
device is required. Experiments can determine whether such direct addressing is required or 
whether gateways can perform the task of mapping between protocols. In many cases, existing 
sensors will already be in place that may use older protocols such as Zigbee. An important 
process is to determine how well IoT gateways can communicate with both legacy and freshly 
installed sensor nodes as well as traditional industrial computers and SCADA systems.

 



The numerous ways in which early experimentation can 
inform the development of IoT implementations is clear. But 
how can the concept be put into practice? Any development 
team focused on small-scale experiments that tries to  
integrate disparate IoT devices and services will face just as 
big an integration challenge as a much larger pilot project –  
and the pilot project’s team will be better resourced. In 

principle, that larger team could achieve integration more 
quickly, albeit at much greater expense. What is required 
is a readymade platform that supports experimentation 
through plug-and-play substitution of components both  
at the hardware and software level. The platform needs  
to offer customers a safe space that makes it possible to  
get results fast, whether they are successes or failures.

 



Such back-end services can securely transform and move data supplied by any 
device connected to the platform and provide a set of integrated services for 
endpoint monitoring, device management, visualization, analytics and security. 
A two-way flow of information makes it possible to create intelligent devices 
quickly that can react to change and the world around them.

A service that provides edge hardware, real-time data streaming software 
and secure management microservices provides the basis for simplifying IoT 
integration and so get multiple experiments off the ground quickly. A modular 
architecture that is device-, software- and cloud service-vendor neutral makes 
it possible to swap components in and out and move data easily as the engineering  
team discovers which course it should pursue while each experiment is running. 
In doing so, the platform allows for innovation and for investment to be deployed 
where it is seen to matter. The result is reduced risk through the ability to start 
small and move fast, and gain the right knowledge to support migration of the 
most successful implementation to large-scale deployment.

A Edge IoT platform that is offered as a subscription 
can provide all the relevant hardware, software  
and services required for a variety of projects  
and experiments that are run simultaneously in  
a manner that minimizes risk for the user. The key  
to the ability to deploy such a subscription-based 
offering is a platform that understands the many 
different protocols and data-access technologies 
that can form an IoT implementation. The platform 
lets users connect disparate devices and computers 
using their native protocols and feed into an IoT 
backbone. Additional sensor functions can be handled 
through the small-scale temporary installation of  
pre-validated sensors and pre-configured edge  
devices that are connected to enterprise assets.  
As pre-configured devices, integration does not  
need additional programming. The data flows into  
a common stream from which back-end services  
can pull insights and deliver real-time knowledge to 
users and customers with access to the experiment.

 



Connecting Remote ‘Things’ with Edge IoT

Following Hurricane Maria, which struck Puerto Rico in late 2017, 
a large engineering services company deployed remote mobile 
generators for emergency disaster response to ensure places  
like hospitals and schools were kept up and running. 

At the time, with no remote access to crucial metadata and  
parametric data, the team had to perform onsite visual inspections 
every day and manually record data to ascertain the overall health 
of the generators. There was also the risk running the generators 
at the same time as the local power company was working to restore 
services. As well as putting workers’ lives at risk, this would have 
caused a major power surge wiping out the generators. 

In addition, Vortex Edge® micro services for edge visualization 
and analytics allow for real-time event processing and alerts.  
So, should something occur with the generators, the team can 
respond quickly. 

The value of implementing ADLINK’s Vortex Edge® solution into the 
engineering services company’s existing IT and OT components 
is substantial. By optimizing remote maintenance and reducing 
risks associated with loss of power and/or catastrophic failure of 
field equipment, reduction in costs and man-hours are significant. 
This edge IoT technology can be used for any remote asset, whether 
it is in a factory, oil field or on the road, and can be rolled out to as 
many as 2000.

 

By leveraging ADLINK’s Vortex Edge® IoT technology, the engineering 
service company was able to connect the previously unconnected.  
It now has full remote visibility and management over the remote 
generators. The company is using ADLINK rugged edge hardware to 
extract and process generator data in real-time. This is streamed 
on the Vortex Data River™ making data access for key stakeholders 
simple and secure.
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